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GeneWatch UK is a not-for-profit organisation which aims to ensure genetics is used in the
public interest. GeneWatch UK has major concerns about the Wellcome Trust/Human
Genome Strategy Group’s proposal to build a DNA database of the whole population by
including genomes as attachments to electronic medical records in the NHS.1 The British
people have never voted for this plan and its adoption by successive governments shows
total contempt for any kind of democratic process and for individual choice. We are
particularly concerned that data-sharing of NHS England medical records with companies
like Google is already planned on the basis of “opt out” rather than “opt in” consent and that
genomes may be included in this system in the future. The Nuffield Council on Bioethics’
consultation is rather late in the day to have any impact on this decision or on concerted
lobbying by the Wellcome Trust to weaken data protection regulation at an EU level.
The Secretary of State for Health has stated that in his view every baby should have its
whole genome sequenced at birth.2 This proposal was of course made by the previous
government in its 2003 White Paper “Our Inheritance, Our Future”. This proposal was
subsequently rejected by the Human Genetics Commission (HGC) on the grounds of its
excessive cost, lack of benefit to health, and concerns about ethical issues such as lack of
consent and potential misuse of the information. 3,4 If anything, the evidence has grown that
genomic testing has poor predictive value for most diseases in most people and is
unsuitable for use in newborn screening programmes.
GeneWatch UK has major concerns that:
(1) Commercial exploitation of medical and genomic data will lead to the destruction of
the NHS as doctors are replaced by computer algorithms, putting prescribing
decisions under commercial control and massively expanding the market for
preventive medication, sold to healthy people using personalised online marketing
techniques and paid for “top up” payments. This will create a “demand-led” (i.e.
advertising-led, rather than need-led) system which will be bad for health and add to
costs for taxpayers, who will be expected to subsidise the infrastructure and followup. This plan is not a figment of our imaginations but was clearly laid out in Richard
Sykes’ book in 2000 in which he advocated retaining the NHS only as a basic service
whilst using genetic screening as a means to personalise medical care and
massively expand “pre-symptomatic” treatment (and pharmaceutical company
profits).5 There is plenty of evidence that this will not benefit health but will instead
lead to over-treatment of rich healthy people and a poorer service for poor sick ones.
Commercial algorithms will not be independently validated and vulnerable people will
be at risk of misleading claims about their risks as well as stigma and discrimination.
(2) Government and commercial surveillance of every individual and their relatives will
be unstoppable as full genomes, or genetic profiles based on SNPs, act as
biometrics which can link all an individual’s personal data to their physical self and
also identify their relatives. It will no longer be possible for anyone to escape from
intrusive surveillance or commercial advertising and this will be particularly
dangerous for vulnerable people such as political dissidents, abused women and
children, or women who have hidden the paternity of a child. Plans to store the data
in the cloud and share with overseas companies such as Google/23andMe and BGI
will mean the data is accessible to security services worldwide e.g. in the USA and
China. This is a fundamental threat to human rights.
(3) Data-mining is not science and claims that this approach will benefit health are
largely based on a false premise that statistical data mining will lead to meaningful
and useful predictions of individual risks. Useful, meaningful results will be swamped
by spurious statistical associations and tests of poor clinical validity and utility. It is
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unlikely that personalised risk predictions will meet screening criteria for use in the
general population and therefore the net result for health will be bad, due to large
numbers of false positives (overtreatment) as well as false negative results. In many
cases an individualised approach to disease prevention (which is strongly supported
by the tobacco and food industries) acts as a (deliberate) distraction from difficult
political decisions such as tackling the marketing of unhealthy foods.
As individuals, members of the public must retain the right to control their own medical
records, DNA and genomes, and other personal information. This does not mean that their
genome should be sequenced and shared without their consent leaving them only with a say
over whether they want (mis-)information fed back afterwards. People should have a say
over who gets access to this data and how it is used and whether their DNA is sequenced in
the first place. It is completely wrong to remove their choice about which research to take
part in and to insist that the only option is to opt out completely or to opt in to a system which
will allow no individual control (the care.data system). This means that legitimate
researchers and medical professionals will no longer be able to make any promises to
patients or research participants about how their data will be used or about their privacy
(which will not be guaranteed). People will rightly become more wary of sharing information
(perhaps to the detriment of their care) and there will be the risk of a major backlash against
medical research. GeneWatch UK is strongly opposed to this approach and also to the idea
that genomic data would automatically be added to people’s electronic medical records in
the future (in most cases it will not be relevant to their disease risks or their care) and also
be shared without their knowledge or consent. Genomic data differs from other biomedical
data because it is a biometric that can be used to track and identify individuals and their
relatives. Indefinite retention of biometric data without consent is likely to contravene Article
8 of the European Convention on Human Rights.
As voters and taxpayers, members of the public should also have a say not only about how
their individual data is used but also about whether the plan to invest money in this approach
is in the best interests of the public and of future generations. They should not be presented
with the vision of turning the NHS into a massive database as if it was the only option for the
future, over which they are being given no say whatsoever. Storage and collection of data
costs money, especially if this is new data such as genomes. There is already ample
evidence that personal genomes are not (and will never be) relevant to most people’s care
so it is hard to justify such enormous expense, outside of specific research projects. It is
unethical to keep lying to people about this (sometimes politely known as “genohype”).
Failure to address these issues risks a massive public backlash in the future, which will harm
legitimate medical research.
Consultation question 1:
Do biomedical data have special significance?
There are always limitations and exceptions to describing any category of data, but it is fairly
clear that most people regard the content of their medical records as private and potentially
sensitive. Some information may be regarded as more sensitive than others (e.g. information
on sexually transmitted diseases or illegal drug use) and the sensitivity may depend on the
context and uses to which this information is put (e.g. information about high LDL cholesterol
might be readily shared with friends and family, but not with an employer) and the
circumstances of an individual (e.g. whether they feel able to be open about a termination or
not). Privacy is regarded as central to the professional relationship between a patient and
their doctor, partly because failure to protect privacy could result in people not seeking
medical help or not being open with their doctor if they fear stigma, discrimination or other
negative consequences (damage to a relationship, loss of a job).
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The Wellcome Trust’s own research shows clearly that people are keen to take part in
medical research, but only when they have been asked.6,7 This is an important safeguard to
protect not only individual privacy but the broader public interest.
In December 2008, Connecting for Health held a consultation about the sharing of medical
data for research without consent.8 The consultation did not mention that this would include
sharing of genetic information, however the Human Genetics Commission (HGC)’s response
included a large number of concerns raised by the HGC’s Consultative Panel of members of
the public, including concerns about sharing of data in “sealed envelopes” and the fact that
“anonymisation” of data in a way that made individuals unidentifiable was likely to be
impossible for rare disorders.9 In its response to the consultation the Wellcome Trust Sanger
Centre “encouraged the NHS Care Records Service to prepare for the integration of
significant amounts of genetic and genomic information into patient records” and argued
that: “If robust systems are in place…….the benefits of research will outweigh the risks
associated with the use of identifiable information” (including information that patients have
requested to be kept confidential in ‘sealed’ and ‘locked’ envelopes).10 However, a quarter
(25%) of the members of the public stated that they did not believe that it was possible to
effectively anonymise data and some people were adamant that “their data” should not be
shared for any purposes. There was wide concern amongst participants in the general public
about the ability of the NHS to protect personal data. Concerns included risks of data loss by
NHS staff, hacking and selling of data to third parties for commercial purposes, especially
insurance companies and employers. The consultation revealed widely divergent views
between the general public and researchers.
Thus, removing people’s choice to decide which research to take part in (as is currently
being done through the “opt out” system adopted NHS England’s care.data scheme) is a
recipe for a major loss of public trust, when people become aware that “approved
researchers” (mentioned but not explained in the leaflet11) means companies like Google
and private healthcare companies, and that the purpose of the data-sharing will include
making individualised risk predictions for personalised marketing.
In 2007, the Science Horizons project (funded by GE Healthcare)12,13 highlighted public
anxieties about privacy and surveillance, erosion of the human dimension in services and
relationship building, future employment, trustworthiness of authorities, safety, fair access to
technology and the potential for technologies to be misused. The concern that technology is
being developed by industry and/or government in order to make profits, rather than in
response to societal needs was “a fairly common theme” and it was also “widely assumed
that policy-makers in government and big business are not candid with citizens”.
Overarching issues raised by the Deliberative Panel14 included:
 trust in expertise - who can be trusted?;
 concerns about the security, privacy and integrity of personal information (IT- or
genetically-based);
 concerns about safeguards against abuse of technologies by authorities or by criminals;
 and fears about loss of the ‘human touch’ in everyday interactions, for example in
relation to health, and in work.
There was a “striking trust deficit” and some people saw expert priorities for research
investments as inevitably not the same as those of the average citizen.
Biomedical data is covered by a number of international instruments which emphasise the
importance of informed consent. The Helsinki Declaration includes requirements to protect
the "dignity, integrity, right to self-determination, privacy and confidentiality of personal
information of research subjects".15 Research participants must be informed of “the aims,
methods, sources of funding, any possible conflicts of interest, institutional affiliations of the
researcher, the anticipated benefits and potential risks of the study and the discomfort it may
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entail, and any other relevant aspects of the study” before giving their consent, preferably in
writing. For consent to valid it must be fully informed and freely given.
Special protections must be accorded to people who lack capacity to give consent and
account must be taken of the changing capacity of children as they grow up.16
The European Convention on Biomedicine states (Article 16): Research on a person may
only be undertaken if all the following conditions are met17:
(i) there is no alternative of comparable effectiveness to research on humans;
(ii) the risks which may be incurred by that person are not disproportionate to the potential
benefits of the research;
(iii) the research project has been approved by the competent body after independent
examination of its scientific merit, including assessment of the importance of the aim of the
research, and multidisciplinary review of its ethical acceptability;
(iv) the persons undergoing research have been informed of their rights and the safeguards
prescribed by law for their protection;
(v) the necessary consent as provided for under Article 5 has been given expressly,
specifically and is documented. Such consent may be freely withdrawn at any time.
These important rules are being abandoned under the care.data sheme because medical
professionals will no longer be able to guarantee privacy or even inform patients or research
subjects where their data will end up.
The Wellcome Trust has produced a plan which involves including a variant file, containing
the whole genome of every person minus the reference genome, as an attachment to every
medical record in the NHS in England.18 The proposal to build a DNA database of the entire
population has been supported by the Human Genomics Strategy Group (led by Professor
John Bell) and the Government (working with Chief Scientist Mark Walport, ex-head of the
Wellcome Trust) is now putting in place the infrastructure and policies to build it, all without
any democratic debate.19 Under this plan, genomic data as well as medical records would
be made available to “approved researchers” (including commercial companies) for datamining in the cloud and personalised risk assessments would be returned to individuals.
Other data such as social care records and education records would be added later. The
intention is to treat genomic data in the same way as other biomedical data, on the grounds
that the information it contains is no more sensitive (see Section 5.8 of the Caldicott report20
and the 100k Genomes Project’s so-called ethics report, which proposes that noone will be
able to have genetic data collected within the NHS without it being stored and later shared
with government-funded institutes and private companies worldwide without their knowledge
or consent21 ). This approach is highly problematic because genomic data acts as a
biometric, which links a person’s data permanently to their physical self, and also allows their
relatives to be identified. Some genetic information (e.g. carrier status for a genetic disorder)
may also reveal health-related information about other members of the family.
Unlike stored data, a biometric cannot be altered because it is linked to a person’s body. The
EU’s Article 29 Data Protection Working Group has warned that biometrics allow for
automated tracking, tracing or profiling of persons and as such their potential impact on the
privacy and the right to data protection of individuals is high.22 Biometrics that can be derived
from DNA include: forensic DNA profiles (a string of numbers based on parts of the DNA
called Short Tandem Repeats); genotypes based on multiple Single Nucleotide
Polymorphisms (SNPs) which are single chemical letters which differ between individuals;
and whole genomes (the entire string of chemical letters which makes up a person’s DNA).
Forensic DNA profiles are not unique identifiers but have sufficiently low probability of being
shared by chance with another person to be useful to the police; individual SNPs have low
power to discriminate between individuals, but panels of multiple SNPs are sufficient (and
are often used to identify body parts after disasters); whole genomes are thought to be
unique. If whole genomes, or sufficiently detailed genotypes, are stored with other
information this allows all that information to be connected to that individual.
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Since DNA can be obtained from a person’s coffee cup, for example, a DNA database
allows individuals to be tracked by the police, security services or anyone who can gain
access to the system. If DNA is linked to other information such as medical records, all this
personal information can also be identified. In addition, relatives can be identified by
searching databases for partial matches with the DNA of an individual (known as ‘familial
searching’). Non-paternity can be revealed if the records of a child and its supposed father
can be identified and the child’s DNA does not match half of the father’s sequence.
Under the EU Data Protection Directive (95/46/EC) biometric data are in most cases
personal data. Therefore they may only be processed if there is a legal basis and the
processing is adequate, relevant and not excessive in relation to the purposes for which they
are collected and/or further processed. The EU’s Article 29 Data Protection Working Group
states that a prerequisite to using biometrics is a clear definition of the purpose for which the
biometric data are collected and processed, taking into account the risks for the protection of
fundamental rights and freedoms of individuals, and: “It must be clear that such consent
cannot be obtained freely through mandatory acceptance of general terms and conditions, or
through opt-out possibilities”. Valid alternatives must exist for consent to be regarded as
freely given (e.g. people must not be forced to seek care outside the NHS or go without
treatment if they do not want their genomes sequenced, stored or shared). However,
proposals to treat whole genomes as health data – including the proposed use of
“presumed” or opt-out consent and the indefinite storage of genetic data by the Government
– threaten to undermine these important safeguards.
The Data Protection Act’s section 33 exemption allows personal data held for research
purposes to be retained indefinitely. “Research purposes” includes statistical or historical
purposes, provided the data are not processed to support measures or decisions with
respect to particular individuals and that the data are not processed in such a way that
substantial damage or substantial distress is, or is likely to be, caused to any data subject.23
Whilst retaining data for research often makes sense, under the proposed plans this would
allow a DNA database of the whole population to be built by stealth, with no possibility of
removal of any of the records. Storage of genomes collected in the NHS would allow every
individual and their relatives to be tracked, because genomes are biometrics. This would
include babies whose DNA will have been collected without them giving their own consent to
the collection or retention of their genomes. This gives enormous power over individual
citizens to the government, which could easily be abused (for example, to track down
dissidents and political opponents using their DNA, and even to identify their children). For
this reason, the Government’s proposal might be regarded as breaching Article 8 of the
European Convention on Human Rights (the right to privacy). In an unanimous judgment by
the Grand Chamber in December 2008 in the case of S. and Marper v. the UK, the
European Court of Human Rights found that the indefinite retention of two innocent persons’
biological samples, forensic DNA profiles and fingerprints by the police in England
“constitutes a disproportionate interference with the applicants' right to respect for private life
and cannot be regarded as necessary in a democratic society".24 It is therefore hard to see
how building a DNA database in the NHS without consent can be regarded as compatible
with human rights. However, such legal cases can take many years to be decided.
Further, data-sharing proposals (including storing data in the cloud and sharing with
overseas companies such as Google and BGI) mean that overseas governments, law
enforcement, border and security agencies will also get access to the data, as the
revelations about the US National Security Agency’s activities by Edward Snowdon have
clearly shown. This means that newly developed rapid DNA testing systems (e.g. developed
by GE Healthcare25 or Life Technologies or other companies26) could be used at borders (or
even on the street) to match an individual to their online records and potentially not only
track their whereabouts but also retrieve linked medical records and other data (such as
social care and education records) and those of their children or other close relatives.
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Anyone who can hack into or otherwise access the system (e.g. by working in the NHS or as
a researcher) will also be able to access this information (e.g. organised criminal gangs or
individuals seeking to track down vulnerable individuals). Once this data is stored and widely
shared it a system of total surveillance will have been constructed and it will not be possible
to delete or destroy all copies of the data.
Privacy concerns are linked to concerns about stigma and discrimination. The Caldicott2
report proposes that multiple data sets will be linked in so-called “safe havens” and this
information to be made available for research. This means employment, education, social
care, tax and police records could all be connected. Since de-identification is unlikely to be
preventable, and some use by insurers is anyway expected, there is a possibility that people
may be refused insurance, visas or a job based on this information. There is potential for
stigma and discrimination based on stored medical information (e.g. past use of drug
rehabilitation or sexual health services, or unhealthy habits such as poor diets or smoking);
other unrelated data (such as employment or tax histories); or genetic make-up. Fear of
stigma or discrimination might make some groups of people less willing to seek medical
care, especially if they fear losing their job or benefits, or having their children taken into
care.
The Equality Act 2010 restricts what employers can ask about in pre-employment medical
checks, so they can only ask for information that is directly relevant to the applicant's ability
to carry out the work, or needed to make 'reasonable adjustments' to the workplace to
enable a particular person to work there (as required by law). This largely allays fears about
genetic discrimination in the workplace, and discrimination based on other medical
information, because it tightly restricts the circumstances in which employers could access
job applicants’ or employees’ medical and genetic information. However, this protection
would be undermined by the plan to create a DNA database in the NHS because employers
can become researchers. For example, an employer could conduct a study on their own
employees by data-mining the genomes and associated medical data stored in the cloud.
Because of the high potential for “deductive identification” individual workers’ data is likely to
be identified and could be misused e.g. to dispute a compensation claim27.
There is currently a voluntary agreement between the insurance industry and government
which means the industry does not use predictive genetic test results to determine insurance
premiums, with one exception for high value policies.28 However, there is no legislation to
prevent genetic discrimination by insurers in the future. Insurers might be able to access
data surreptitiously whilst working as researchers but more likely they would simply require
the release of genomes or genetic risk information as a prerequisite to obtaining coverage.
Although most diseases in most people are poorly predictable from people’s genes, there
are exceptions (such as mutations in the BRCA1/2 genes and breast cancer risk) which
could be of interest to insurers. It is also likely that this requirement would apply to all
individual risk assessments, whether they are based only on a person’s medical records or
also on their genome. If this happens it will be a major expansion of current underwriting
practices which (whilst also discriminatory) use a relatively small subset of information.
Health risks are not the only risks that might be calculated from a person’s genome.
Although studies of genetics and behaviour have to date delivered very little (none of the
many statistical associations made between genes and intelligence29 or personality30 have
been definitively confirmed) it is also possible that people might be treated differently in
future based on studies linking their genes with high or low intelligence or criminality, even if
these links are spurious. The lack of any evidence does not appear to dent some ministers’
enthusiasm for the idea of sorting people based on their supposed genetic intelligence.31
Consultation question 2:
What are the new privacy issues?
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New privacy issues are being driven by a strong commercial desire to generate profits from
data-mining medical records and other personal data; by governments’ interest in publicprivate partnerships to use personal data (especially medical data) to generate investment,
income and economic growth; by governments’ interest in gaining access to data for
surveillance purposes; and by increased technical capacity to generate and store large
quantities of data (at costs which have been reducing significantly overtime).
The Wellcome Trust’s plan involves two aspects:
(1)
Routine sharing of personal medical records containing all the data collected during
the course of an individual’s care.
(2)
Collection, storage and sharing of genomic data which is largely irrelevant to the
individual’s care and which also acts as a biometric.
The plan is to facilitate commercial exploitation of this data and gain commercial and venture
capital investment as well as massive public subsidy to build the infrastructure. This means
that instead of allowing people to choose whether or not they want to give their DNA to a
company like 23andMe and pay for it to be tested, this decision will be made for them and
subsidised by taxpayers money so that all the costs are sunk upfront before anyone has time
to find out that whole genome sequencing is largely useless for most people’s care.
Investors will of course expect a return on their investments, which they will expect to recoup
through personalised marketing i.e. feeding back risk predictions to individuals online and
encouraging them to buy medication, supplements, functional foods or further tests and
treatments. In addition to the discussions that have already taken place with Google-funded
23andMe32, investors already include Asia’s richest man33,34 and the Chancellor has already
promised to share the data with China.35,36,37 Patrick Chung, a 23andMe board member and
partner at the venture-capital firm NEA 23andMe told Fast Company: “…23andMe will make
money by partnering with countries that rely on a single-payer health system. "Let's say you
genotype everyone in Canada or the United Kingdom or Abu Dhabi," he says, "and the
government is able to identify those segments of the population that are most at risk for
heart disease or breast cancer or Parkinson's. You can target them with preventative
messages, make sure they're examined more frequently, and in the end live healthier lives,
and the government will save massive expenses because they halted someone who's
prediabetic from getting diabetes. 23andMe has been in discussion with a bunch of such
societies". Yet there is not in reality a scrap of evidence that this approach is good for health
(see further discussion below) because genomic tests have limited clinical validity or utility
so there is no health benefit to targeting segments of the population in this way. Anyone can
write an algorithm but most algorithms will be neither valid nor useful, an important fact that
is oft ignored (and has led to the current withdrawal of 23andMe’s gene tests from the
market due to intervention by the FDA).
Quite apart from any value attached to exploiting the content of people’s genomes (their
genetic information) having a unique biometric identifier (a ‘genetic fingerprint’) is a gold
mine to commercial companies who may wish to link separate data sets to a single individual
to monitor their behaviour in detail, and to totalitarian governments who will then be able to
track every individual and their relatives. This is similar to the New Labour Government’s
proposed ID card scheme, except that genomes, rather than fingerprints and iris scans, will
be the biometrics, allowing a person’s relatives to also be identified. Many companies want
to use biometrics (and also “deductive identification” by pooling the data they have about
individuals) to create a world in which “the computer knows who you are”.38,39 In
GeneWatch’s view this should not be treated as the inevitable consequence of new
technology but as a democratic decision in which members of the public can have a say. Nor
should the Government continue to pretend that this kind of de-identification is impossible
when in reality it could become routine.
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Even advocates of whole genome sequencing acknowledge that privacy can no longer be
protected if a person’s whole genome is stored.40
Storing an individual’s DNA sequence linked to their name and other identifying information
allows a form of biological tagging or “biosurveillance” which can be used to track them or
their relatives.41 There is widespread agreement that the creation of such databases raises
human rights concerns. Because of these concerns, the Coalition Government has adopted
the Protection of Freedoms Act and deleted more than 1.7 million DNA profiles belonging to
innocent individuals or children from the police National DNA Database and destroyed more
than 7.7 million DNA samples containing sensitive biological material.42 However, under the
Wellcome Trust’s plan for the NHS, a searchable genetic database would be created in
which the individual genome of each person in the NHS is stored as an attachment to their
electronic medical record. Once complete, this would allow anyone who can obtain a DNA
sample from an individual to search their genetic profile against the database and use
biometric matching (or partial matching with close relatives) to:
•
identify that individual and their relatives, if they can obtain access to the linked
identifying information;
•
obtain linked personal health information that has made available for research
purposes, even if they cannot access identifying information. This may or may not be
sufficient to identify the individual (and/or their relatives) via “deductive identification”.
This proposal differs significantly from the current situation in which genetic test results
focused on a specific gene or genes are stored in the health records of a relatively small
number of patients. Whilst such relatively limited genetic data can lead to the deductive
identification of an individual (e.g. based on knowledge that they have a rare disease,
combined with other information), its collection and storage in specific cases based on
clinical need does not amount to the creation of a biometric database. In addition, medical
records are currently shared mainly for a person’s care or for research which they have
consented to take part in, for which a single named researcher is responsible. This will be
transformed under the new plan into a system where pseudo-anonymised data will be made
readily available to any approved organisation wanting to perform any statistical analysis.
An access order granted by a court can allow police access to samples from existing
collections held by other parties, including the NHS.43 But until, now this power has been
used only in rare cases. If a searchable database of genomes existed in the NHS this could
be used to identify individuals from their DNA routinely, in the same way that the police
National DNA Database is used now. The National DNA Database is based on data from
parts of people’s genomes, but the planned NHS database would contain the whole
sequence, once this becomes affordable, or individuals’ genotypes consisting of thousands
of SNPs. Searching for partial matches with relatives could also allow the police or security
services to identify relatives of a suspect (a process known as ‘familial searching’). There
would be a danger of misuse because the police or government could use such a system to
track down political opponents or other ‘undesirables’ in exactly the same way (for example,
by taking DNA from coffee cups left at a political meeting and looking for a match on the
DNA database, which then reveals the name and medical details of the individual). Anyone
who can infiltrate the system (for example, organised criminal gangs) might also use the
database, perhaps to track down victims or expose witnesses on protection schemes or
undercover police officers. Unlike the National DNA Database, which is accessible by a
small number of people, an NHS database would be accessible to large numbers of NHS
workers and researchers all over the world, and would be much harder to keep secure.
GeneWatch UK strongly disagrees with the Wellcome Trust’s repeated attempts to argue
that the requirement for fully informed consent only applies to interventional research (such
as clinical trials) and not to data-mining. Lobbyists, including the Wellcome Trust, its former
Director Chief Scientist Sir Mark Walport, and an unprededented number of commercial
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companies (including Google), are trying to use two different mechanisms to remove
people’s right to be asked for their consent for the sharing and use of their medical records
and genetic data in non-interventional research (i.e. research which does not involve medical
interventions such as taking drugs). One is the Caldicott Review and the other is the revision
of data protection laws in the European Union and the associated negotiations under the
TransatlanticTrade and Investment Partnership (TTIP). Google has been in negotiations with
the Department of Health about access to NHS medical records and genomes since at least
2008 (as reported by Professor Sir John Bell to the House of Lords Science and Technology
Committee44) and are building a shiny new HQ in London in anticipation of data-mining all
this information. To date, approved registered researchers for UK Biobank include
commercial researchers in the USA’s Silicon Valley (probably the Google-funded gene test
company 23andMe) and Europe, and public institutions across the world, including in several
in China.45 Approved researchers to be given access to NHS medical records for research
already include private healthcare company Bupa. The Wellcome Trust and MRC have
already funded joint research with the Google-funded gene testing company 23andMe46,47,48
so there is little doubt that Google will become “approved researchers”. Whether the general
public would approve is of course another question: their right to decide who gets their data
is presumably being removed because they probably would not. It is fundamentally unethical
to allow the general public to believe that “approved researchers” means scientists trying to
cure cancer when in fact it will include companies using the data for market research and
personalised marketing. Failure to allow any choice over who gets access to this data (i.e. to
allow “opt in” to specific research projects rather than a blanket all-or-nothing “opt out”
approach) will undermine legitimate research due to loss of public trust.
The Government expects that medical records with the names of individuals removed will
count as “anonymised” or (more likely) as “pseudo-anonymised” data. However, as
databases become larger it has become clear that individuals’ identities can often be
deduced from combining information such as age, postcode, medical history and occupation,
even if the names have been stripped off. Genetic information alone, especially whole
genomes, can be sufficient to identify an individual and the idea of “anonymised” data can
therefore rapidly become meaningless.49 Several studies have shown that whole genomes
cannot be reliably anonymised and individuals’ identities and those of their families can be
deduced either from their genome alone or from other stored data, such as details about
medications, diseases, age and postcode.50,51,52 The use of “pseudo-anonymised” data adds
to the risks (in comparison to using anonymised data) because data stored with the NHS
number can be re-identified by matching it back to personal details (including name and
contact details) stored in the NHS Personal Demographic Service (PDS), to which more than
800,000 NHS staff have access. Because genomes are biometrics this adds further risks,
since data could also be retrieved by matching all or parts of a person’s DNA sequence
(obtained from their coffee cup or toothbrush, for example) to the one stored in the record.
The Government plan to collect and share all this data without people’s knowledge or
consent has major implications for the doctor-patient relationship and for vulnerable people
who may be frightened to seek medical care if their privacy cannot be guaranteed.
Under the Government’s plans, doctors will be required to consent on behalf of their patients
to transfer of their practice’s data to the Health and Social Care Information Centre (HSCIC).
But they will have no idea where their patient’s medical records will end up or how they are
going to be used. The Caldicott Review (Section 7.4) suggests that GPs will be required to
explain to anyone who objects to sharing of their medical records that they will only be used
for research to improve medicine and the health service and identities will be protected. This
is despite the fact that GPs themselves will not be fully informed of how the data will be used
and cannot realistically make any guarantees about anonymity. Further, passing data to the
Information Centre is likely to be necessary in order for the GP to obtain payments under the
Government’s Quality and Outcomes Framework (QOFs)53 and for commissioning purposes.
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Thus, the GP’s advice may not be disinterested and the consent of the practice to datasharing cannot be regarded as freely given, since there will be no option to opt-in to selected
data uses and out of others.
Some possible scenarios show what loss of medical confidentiality could mean in practice:
•
A person’s employer or a pharmaceutical company could be classified as a
“researcher” and thus gain access to data about individuals who suffer from a workplacerelated illness or an adverse drug reaction: they are likely to be able to use “deductive
identification” (based on the occurrence of a rare event with other information) to work out
who these individuals are. They could try to look for data that might allow them to blame the
condition on a person’s genes, or for unrelated personal data (e.g. sexual health or use of
drug rehabilitation services) that might be used to discredit that individual should they make
a claim against the company.
•
A person’s DNA can be obtained easily from a beer glass, coffee cup or toothbrush.
Anyone who could get that DNA sequenced could search it against stored variant files and
identify the individual, either directly (if they have access to the medical record in the NHS or
the de-identifying system) or indirectly by the clues stored in their public records. They could
also look for partial matches to identify that person’s relatives (including paternity and nonpaternity). This process could be used by the police or state to track individuals who have
not committed any crime (creating a “surveillance society”) or it could be used by criminals to
track undercover police officers, witnesses on protection schemes, and potential victims
(including women and children fleeing abuse).
•
The same process could be used to find out what personal medical information is
linked to a particular genome, including e.g. use of medical services, including sexual health,
or specific information about a disease or carrier status for a genetic disorder. This might be
of interest to the press, private detectives, parents, neighbours, or insurance companies.
Unscrupulous charities might even use the data to seek donations from the relatives of
anyone with cancer.
An individual inherits half their DNA from their mother and half from their father. Hence DNA
can be used to identify familial relationships, including non-paternity. Identification of nonpaternity can already occur in some NHS screening programmes for recessive genetic
disorders (disorders which require two copies of a mutation to be inherited, one from the
mother and one from the father)54, such as the Sickle Cell and Thalassaemia screening
programme. Current guidance states that the risk of non-paternity needs to be handled
carefully if relationships and families are not to be disrupted. The Guidance states it is not in
the interests of anyone to cause a division in the relationship by revealing this information,
that the situation must be discussed with the mother alone (but only when necessary) and
the possibility of errors fully considered, and that results must be carefully documented and
communicated only to those professionals who need the information to support the family.55
It is difficult for physicians to know the consequences of their actions (which may go way
beyond issues related to a diagnosis) if they reveal such information. Apart from family
breakdown (which may not be in the best interests of the child or other members of the
family) there is a risk that routine exposure of such information might drive some women
away from seeking appropriate care for themselves or their children, or, in some cases,
could put the woman and/or child at risk of domestic violence or even so-called “honour
killings”. Whilst such situations are always difficult, they will not be made any easier by
breaching confidentiality.
The number of families in this situation will be significantly increased if sequencing of the
whole population’s DNA is allowed to go ahead. In addition, the possibility for revelations
about non-paternity to disrupt family relationships, or for health related information to have
implications for other members of the family, cannot be discussed prior to testing if such
testing is conducted on the basis of “presumed consent”. As Professor Sir John Sulston has
noted, if everyone has their whole genome sequenced and stored in the NHS “There will be
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no secrets about paternity anymore”.56 Even if an individual’s name is removed from data
made available for research in the cloud, it is likely that relationships will be identifiable using
a process of “deductive identification” based on information that is accessible.57 Anyone who
has access to linked data (i.e. genomes associated with names and personal identifying
information) will be able to identify paternity and non-paternity with a simple search. This
adds significantly to the concerns outlined above that collecting, storing and sharing such
data when it is not necessary for a person’s care may not be in the best interests of them or
their families.
There has already been a sharp increase concerns reported by GPs about separated
parents seeking children's medical records.58 Although this is often well-intentioned, in some
cases men are thought to have been seeking access to the information as a way to find out
where their former partner is living or whether she has a new partner, which can be a major
concern if the mother has been physically abused and living in a place of safety. The NHS
Personal Demographic Service (PDS) has already raised concerns because contact details
and addresses have been made widely available to NHS staff.59 These concerns would be
exacerbated by the creation of a DNA database in the NHS because a child’s DNA can often
be obtained quite easily e.g. from their toothbrush or hairbrush. Anyone with access to the
database could search for a match and find the child’s address and medical records, even if
they have changed their name. This means that vulnerable people who have been abused,
victims on witness protection schemes, and even undercover police or security officers will
have no place to hide, because they cannot change their DNA.
If the Wellcome Trust’s plan is implemented, large numbers of people (including vulnerable
women and children) may be forced to seek care outside the NHS to avoid being identified
or to keep hidden family relationships from being exposed. Examples of particularly private
information that people (including young people) may not wish to be revealed to family
members, employers or others is likely to include: treatment for sexually transmitted
diseases, sexual abuse, drug addiction, alcoholism, stress and psychiatric disorders. There
will be a danger that some people do not seek care when it is needed because of fears that
this will lead to stigma or discrimination in the future, particularly as all records will be
retained indefinitely and there will be no possibility of erasing records at a later date.
International transfers of data also raise concerns because data that is sent overseas may
not be secure. For example, in the US, medical data can be bought and sold and there is
increasing concern about the implications for people’s civil rights.60 As the Snowden
revelations showed, all such data can also be accessed by the National Security Agency. In
other countries, such as China, it is unclear how personal and genetic data might be used,
including whether the government or police might be able to gain access: it seems highly
unlikely that they will not. In some countries, particularly in the Middle East, discovery of nonpaternity could have very serious consequences for women and their families.61 Discovery of
other personal medical information, such as use of sexual health or drug rehabilitation
services, or HIV status, might also have more serious consequences in some countries, or
lead to travel restrictions such as the refusal of visas.
Undermining ethical standards such as those in the Helsinki Declaration means medical
professionals might in future be put under pressure to build a DNA database for a dictatorial
regime, by undertaking similar analysis of “spare” biological samples without seeking fully
informed consent. The surreptitious collection and/or analysis of DNA from adults and babies
at birth by medical professionals could readily be abused to build databases allowing the
police or security services to track individual political opponents and their relatives.
Identification and exposure of linked health data could also be used to target dissidents or
other minorities (e.g. homosexuals or particular ethnic groups).
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The Government’s plan removes the right for individuals to decide who uses their medical
records for research and for what purposes and may even allow whole genomes to be
sequenced and shared without an individual’s knowledge or consent. Even if an opt-out is
allowed, this is likely to be a blanket out-out from any medical research. This means that
individuals will not be able to decide whether some research projects are more legitimate
and useful than others, or whether they trust some researchers, but not others, to maintain
confidentiality and act in the public interest. This could be highly damaging for medical
research because people will not be able to opt-in to a specific study without also allowing all
their data to be shared with Google, Bupa and other companies or governments.
Researchers will no longer be able to make promises regarding how people’s information will
be used or guarantees about its confidentiality.
Although most researchers dislike red-tape and some approval processes could be
streamlined, some statisticians have argued strongly against abandoning informed consent
and questioned the value of data-mining large data sets without consent as a means to do
research.62
There are particular concerns about sequencing or genotyping DNA from babies or children
who are unable to give informed consent, unless this is a necessary part of their care. One
possible source of DNA is the blood spots taken from every baby 5 days after birth to
perform a few specific health tests. These blood spots could be genotyped or sequenced,
perhaps with the consent of parents, or perhaps not, but obviously not with the consent of
the individual baby. Millions of babies’ blood spots have been stored within the NHS.63,64 All
newborn blood spots collected in the NHS are retained for a minimum of five years as part of
quality management, but some hospitals have policies to retain the bloodspots indefinitely or
until adulthood. There is no explicit national policy for destruction of the blood spots.
Guidelines were published in 2005 and incorporated into a Code of Practice which states the
blood spots can be used for research where the samples have been anonymised and the
research project has ethical approval, as outlined in the Human Tissue Act.65,66 Under
current guidelines, parents can be re-contacted and asked to allow the use of the blood
spots for research, provided they agreed to this when the blood spot was taken (the blood
spots are stored with a barcode so they can be linked back to the individual child). Currently,
newborn screening laboratories may not sell, or grant exclusive access to, residual newborn
blood spots to commercial organisations. However, the Code of Practice is now under
review and the new version has not yet been published for public consultation. Storage and
use of babies’ blood spots without consent has proved highly controversial in other
countries.67,68,69,70
Sequencing or genotyping babies’ DNA may sometimes be necessary or useful for their care
(for example to identify an undiagnosed genetic disorder) but it is not necessary to store this
data indefinitely or to share it for other (non-clinical) uses to which the child cannot give or
refuse consent. It is sufficient to share scientific results (such as the identification of a new
mutation linked to a particular disorder) without retaining the entire genome of the child for
data-mining by unspecified researchers. The principle of data minimisation should apply until
the child is old enough to decide whether or not to take part in research or to take any further
genetic/genomic tests relevant to adult-onset diseases. Research involving children should
require the fully informed consent of their parents for specific purposes.
Consultation question 3:
What is the impact of developments in data science and information technology?
The main impacts of developments in data science and information technology are:
(1) There are a lot more IT companies lobbying for business and trying to convince
governments to spend vast sums of public money on databases that are rarely
completed, usually insecure, never meet their budgets and rarely improve services;
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(2) The technical capacity exists (and is growing) to collect and store vast quantities of
data (such as whole genomes) whether it is useful to do so or not;
(3) There is considerable interest in exploitation of personal data for personalised
marketing or for government surveillance, including using public-private partnerships
to establish databases of biometrics such as genomes or genotypes which can track
every individual and their relatives;
(4) An ideological change is taking place in science which tends to abandon the idea of
hypothesis-driven science and replace it with mindless data mining, giving rise to an
overwhelming number of false positive results in the scientific literature (including in,
but not limited to, genetic epidemiology);
(5) There is an irrational faith in the idea that computers make better decisions than
human beings (as, for example, in the Atos disability assessments).
One important consequence of data-sharing without consent will be that people will no
longer be able to check whether there are conflicts-of-interest involved in research being
undertaken using their stored medical records and genetic data, before deciding whether to
take part. Commercial data-mining, aimed at personalised marketing, is not the same as
scientific research, conducted in the public interest. In this context it is important to think
about the definition of “research” – which according to the Data Protection Act includes any
statistical analysis (including, for example, market research) - and about who is an
“approved researcher”. This will be dominated by those who have the money to do the
statistical analysis of stored data (or who can pay others, perhaps in universities or other
public institutions, to do it). It is likely to include:
 Researchers working for Web 2.0 companies, such as Google (and the Googlefunded gene testing company 23andMe) which aims to use personal data for
personalised marketing;
 Researchers working for private healthcare companies, such as Bupa and GE
Healthcare, who wish to sell more healthcare products and services to people
deemed to be at risk of becoming ill in future;
 Researchers working for companies with products to sell based on personalised
marketing using individual risk assessments, such as: pharmaceuticals,
nutraceuticals, functional foods, supplements or other products;
 Researchers based overseas, in any commercial or government-funded institution in
any country.
Making data widely available is unlikely to remove problems with bias in medical research,
which can arise from many different sources, including commercial bias caused by conflictsof-interest in the outcomes of the study. 71,72,73,74,75,76,77 The history of genetic research is
riddled with conflicts of interest involving industries seeking to blame diseases on individuals’
genes rather than their products or pollution, starting with Sydney Brenner’s secret meetings
with the tobacco industry which led to the funding of the Human Genome Project.78,79 Whilst
it is possible that the tobacco industry might not be granted legitimate researcher status
needed to gain access to NHS data, other companies – including pharmaceutical, food,
chemical, nuclear and private healthcare companies - are unlikely to face restrictions. A
major area of interest will be the personalised marketing of products and services based on
unregulated predictions of people’s future health.
Another issue for researchers is the extent to which the idea of collecting and storing such
vast amounts of data is really a good research priority. The proposal relies on data-mining
(the computational process of discovering patterns in large data sets), a sub-discipline of
computer science, and collection and storage of very large amounts of data (known as “Big
Data”). Enthusiasts of Big Data in healthcare see the main objective as identifying
correlations between genotype and phenotype (the physical characteristics of a person).80
The use of large data sets and sophisticated statistical techniques increases the statistical
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power to detect weak correlations such as those between SNPs and common, complex
diseases. However, predictions based on multiple correlations can have low predictive value
and can be misleading for a variety of reasons, particularly when the effect size of each SNP
is expected to be small. Risk assessments may be difficult to validate and/or may not be
useful to improve people’s health. Researchers from disciplines such as evolutionary theory
and psychiatry have highlighted the enormous difficulties in making sense of all the
information.81,82
Like all science, Big Data or “hypothesis free” science is based on hidden assumptions that
define a paradigm: for example, an emphasis on using biological data (particularly genomic
data) to predict individual risks, rather than environmental or social data (although the latter
may be integrated at some stage in the future); the treatment of genetic variants such as
SNPs as fixed risk factors, rather than context-dependent ones (a standard assumption
although it is known to be wrong); an assumption that identification of future genetic variants
will increase the utility of personalised risk assessments sufficiently for their use to improve
health outcomes (contradicted by a vast swathe of publications in the scientific literature);
and a focus on individuals and individual actions (lifestyle changes or medical interventions)
rather than population-level policy responses to improve public health (such as stricter
regulation of medicines to prevent adverse drug reactions; or measures to restrict the
marketing of unhealthy foods).
Ideas promoted in Silicon Valley, which assume that everything can be predicted by
computers83 (although contradicted by the laws of physics!), underlie the concept of Big
Data. Companies are expected to extract commercial value by data-mining large sets of
data, often using the results for personalised marketing. Science itself is being re-defined to
fit this idea with concepts such as “hypothesis-free” science and “4th paradigm science”. This
allows companies to pretend they never need to check whether the assumptions they make
when analysing the data are correct, or to show the predictions they make are fit for the
claimed purpose (known as “validation”). This is the same approach that led to the collapse
of the financial markets.84 Further, it remains rooted in the assumptions made by the
eugenicists that free will does not exist and all human characteristics and behaviours can be
predicted from a complete knowledge of all the relevant environmental and genetic factors
(determinism).
There will, in effect, be an infinite number of variables in the proposed database and an
infinite number of models (i.e. computer algorithms) that could be fitted to the data: thus
even a database of infinite size could lead to multiple possible interpretations and
misinterpretations.85,86 This (not lack of data) is the main reason why different companies
give different genetic risk predictions and will inevitably continue to do so: not a helpful
outcome for patients or consumers.87 Lack of any prior hypothesis appears to undermine the
scientific value of this type of approach.88 Unlike search engine algorithms, which can be
improved by feedback about the information people want and whether or not their search
has been successful, algorithms predicting individual health risks will be impossible for the
recipient to verify.
Current applications make a clear distinction between genetic testing (for people who have
symptoms or a strong family history of a particular disease) and screening (for the general
population). Criteria for the use of screening exist which are intended to ensure that the
overall benefits to the population outweigh the harms. However, the “Number Needed to
Treat” to prevent one case of a disease in screening programmes is nearly always high:
many people identified as at risk will not have developed the condition (known as “falsepositive” results) and may be treated unnecessarily (as a result of “over-diagnosis”). Use of
genetic tests – especially whole genome scans - in population screening will increase falsepositive and ambiguous test results, over-diagnosis, and incidental findings.89 As more
independent tests are added to screening panels, the overall number of false positives
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(people informed they are at risk of a disease they are never going to get) inevitably goes
up.
Implementation of the Wellcome Trust plan means abandoning any attempt to weigh up the
benefits and risks to an individual or to the population, in favour of screening the whole
genomes of the whole population. This idea involves the “creative destruction” of health
services, to create new systems which revolve around information stored in electronic
medical records, with the addition of genotypes or whole genomes. Under this scenario,
each patient would receive a personalised risk assessment based on the information stored
about them and this would form the basis of their future care. The primary commercial
purpose of screening everyone’s whole genome is to make each person in the population a
patient “from the cradle to the grave”, instead of only when they develop symptoms or regard
themselves as ill. This allows people to buy health products – or be prescribed them by the
NHS - based on their (or their baby’s) predicted risks. In the pharmaceutical industry’s view
patient care would be improved by earlier treatment which would at the same time expand
the market.90 However, others have expressed concern about the creation and treatment of
a new type of patient, i.e. the person ‘genetically at risk’, and the resulting ‘biomedicalization’
of health and illness, which involves the privatisation of research and a focus on health
surveillance as a moral obligation.91 Earlier treatment of more people has the potential to
significantly expand the market for medication and other health products such as functional
foods because the “at risk” group is always significantly larger than the number of people
who actually develop a disease.
One of the drivers behind the Wellcome Trust’s plan is to create a market for whole genome
sequencing (WGS) by claiming that genomic research is ready to be translated into clinical
practice. This involves blurring the line between researchers’ interpretations of an
individual’s data (including those made by commercial companies) and clinical
interpretations (which normally require a process of assessment to determine how reliable
and useful they are for improving people’s health).
The Caldicott 2 report defines data as “qualitative or quantitative statements or numbers that
are assumed to be factual, and not the product of analysis or interpretation” and information
as “the output of some process that summarises interprets or otherwise represents data to
convey meaning”. However, it does not discuss the difficulties in interpreting data or
conveying meaning, nor does it define misinformation, which can also result from (mis)interpreting data. Whole Genome Analysis (WGA) is the term often used to describe the
interpretation of whole genome sequencing (WGS), but WGA is not a simple process of
reading out the meaning of the genetic code.
To date, sales of genetic tests by commercial companies have been controversial for several
different reasons. Firstly, investigations (including by the US Government Accountability
Office (GAO);92,93 academic researchers94; and GeneWatch UK95) have uncovered
numerous examples where false or misleading claims have been made about genetic risk, in
some cases accompanied by incorrect health advice or attempts to market products (usually
supplements). These problems often arise due to the inclusion of SNPs that are not actually
related to the risk of the disease (usually due to the large number of false statistical
associations in the published scientific literature). Secondly, there is no definitive method to
interpret an individual’s genetic risk from pieces of information about the risk associated with
different SNPs in different studies: these risks may depend on the context (both
environmental and biological) and may combine in complex ways, which are not yet fully
understood and may not always be predictable.96 These two problems mean that different
companies may give very different interpretations of a person’s risk based on the same
DNA.97 Thirdly, there is growing evidence that the predictive value of genetic information for
most diseases in most people is (and will remain) rather poor (even when more research is
done), meaning that many genetic tests do not provide useful information for a person’s care
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(and the usefulness is often exaggerated in marketing materials).98 This is also the case for
many (but not all) genetic tests which aim to predict drug response (pharmacogenetic
tests).99 Finally, because rare mutations can sometimes have unexpected serious
consequences (even though most tests have poor predictive value) there is the potential for
nasty surprises which people may not be prepared for unless they have pre-test counselling
to explain the pros and cons.100 These problems are compounded by weak regulation of
genetic tests and other predictive health information.
Commercial companies have repeatedly made misleading claims about genetic test results,
including those sold direct to consumer (DTC) online and via private doctors. The EU's new
IVD (In-Vitro Diagnostics) draft Regulation is supposed to regulate predictive genetic tests
and software but is effectively meaningless as it provides no regulatory check of the
companies' claims.101 If adopted by the European Parliament, the new Regulation is likely to
be used by commercial lobbyists in US-EU Free-trade negotiations to undermine attempts
by the FDA to regulate genetic tests in the United States, including those sold by Google's
gene test company 23andMe (which are currently suspended due to the failure of the
company to supply evidence for the claims they make to the FDA). 102,103,104,105,106
Importantly, there are inherent limitations to the predictive value of genetic tests (and indeed,
of any risk predictions) due to the complexity of natural systems, including interactions
between environment and biology and the roles of choice and chance. Links between
genetic factors and common diseases can provide useful clues about biology and how
diseases develop.107 But most genetic factors seem to change a person’s risk of common
diseases only very slightly. Rather than a single gene predisposing someone to disease, it
now seems likely that everyone possesses hundreds, perhaps thousands, of genetic
variants some of which slightly increase their risk, whilst others slightly decrease it. 108,109 In
reality, genetic variants do not have a property called risk, they act through their effects on
complex biological pathways, and the risk of a particular genetic variant depends on the rest
of biology and on the environment.110,111 This means that the idea that an individual’s genetic
risk of common diseases can be predicted has become increasingly controversial amongst
scientists.112,113
In general, common genetic differences are not more but less predictive than most other
types of test, and no common genetic variants exist – either singly or in combination - that
meet medical screening criteria for the general population.114
Many geneticists are puzzled at the lack of success in finding the expected inherited
component of common diseases. 115,116 However, whilst many believe that more genes will
be discovered which explain this ‘missing heritability’, others have long criticised the
calculations (usually made from twin studies), and claim that the assumptions used
inevitably exaggerate and oversimplify the role of genes.117 This means that some or all of
the so-called “missing heritability” that future research is supposed to find may not actually
exist.118,119,120
In reality, much research suggests that however much research is done and even if all
genetic variants are identified, they will still have poor predictive value for most diseases in
most people and limited clinical utility (i.e. little prospect of bringing any benefit to health).
121,122,123,124
Inclusion of any gene-gene and gene-environment interactions (assuming they
could be identified and even if an exact model of all interactions could be developed) will not
improve this situation.125
The major differences in people’s health and life expectancy observed in Britain and
throughout the world have little to do with individual differences in biology. 126,127 Although
some enthusiasts have tried to argue that the complexity of biology was unexpected, the
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poor predictive value of genetic tests for common diseases is not really a
surprise.128,129,130,131,132,133
Nevertheless, there are many different types of genetic testing which can be useful in
specific circumstances. Currently, clinical use of genetic testing in the NHS is restricted to
tests of specific genes in specific circumstances, which include: diagnosis of genetic
disorders (often in babies and children); carrier testing (identifying rare mutations which must
be present in both parents before a child develops a particular disease) for specific diseases
within screening programmes or specific families with affected members; testing for
predisposition to the relatively rare familial forms of some disorders (particularly breast
cancer) in members of high risk families (an example is the mutation in the BRCA1 gene
recently identified in actor Angelina Jolie); cascade screening of family members already
diagnosed with a genetic condition or predisposition; and pharmacogenetic testing (genetic
tests to predict drug response) for a few specific drugs and conditions. Pre-natal testing and
screening is also available for a small number of conditions. Cancer patients may also be
given somatic (non-inherited) pharmacogenetic tests designed to identify specific genetic
mutations or gene expression patterns in cancer tumours. A few cancer drugs are available
which are given to specific groups of patients based on these test results.
The Wellcome Trust plan is based on a “disruptive business model” in which specific genetic
and genomic tests are not conducted as and when they are necessary for a person’s care:
instead costs are sunk up-front in whole genome sequencing for everyone. The purpose of
this approach is to change the business model: by first sinking the costs (with the public
sector paying for much of the infrastructure and for collecting and storing people’s electronic
health records and DNA) and then feeding back predictions made about risk of disease or
drug response. This will lead to a massive increase in the market for whole genome
sequencing and data storage and analysis services, making a few venture capital investors
(subsidised by R&D tax credits) very rich, whether or not any benefit to health is actually
delivered. This is problematic because these investments are not accountable to customers
(the people who have their DNA sequenced), because they have no choice, or to taxpayers
(the people subsidising the public-private partnerships), because the plan has not been
democratically debated and decided. Thus, the proposal fits neither a free-market nor a
democratic-socialist economic model for investment and fails to be accountable to either the
market or the general public. Further, seemingly independent institutions such as Oxford
University benefit financially via their spin-out companies (such as Oxford Nanopore), in
which they are investors, and from capital investments (such as the public-private
infrastructure funding for Oxford University’s Li Ka Shing Centre for Health Information).
Thus claims of future benefit (used to justify the costs and other downsides such as loss of
privacy) originate almost entirely from those with vested interests in the plan.
Once all the data has been collected and stored, its use by individuals (with or without
medical professionals) is then low cost (involving an electronic test of the person’s existing
stored variant file, containing their whole genome minus the reference genome). This will
allow this data to be mined for marketing, even when it is of no relevance to health, and also
overcome the lack of interest of customers in purchasing gene tests from companies like
23andMe online. However, this plan requires enormous resources to be sunk in collecting
and storing data which is likely to be of limited value to most people’s health. This is the
opposite of the Future Forum’s recommendation that the NHS should be: “Moving from a
focus on collecting data (often too much data) to a focus on using data to generate
intelligence to inform action”.134 Clinically useful data is likely to be swamped with clinically
useless data which requires significant financial and energy resources to collect and store.
Private sector investment will expect a high rate of return, whilst the return for taxpayers is
only the claimed (but highly speculative) future benefit to health.
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Rejecting the Wellcome Trust’s proposal would not mean rejecting medical research or the
use of genetic testing altogether. The alternative is to continue to recruit people to research
studies which are separate from their care, with their fully informed consent, and to
implement specific tests in healthcare as and when their benefits outweigh the risks. In this
scenario, new tests will be introduced more gradually for specific groups of people, mainly
those who are already ill or who have a strong family history of a particular disease. Whole
genome sequencing would remain relatively rare and used mainly for children with
undiagnosed genetic disorders and perhaps also for cancer tumours, if and when trials show
that this can lead to better treatment. A more measured approach to the introduction of
genetic and genomic tests would affect much smaller numbers of people and provide much
less of a challenge to existing systems for assessing risks and benefits and for obtaining
informed consent and protecting privacy.
At the same time, traditional public health approaches should be used to reduce the
incidence of common diseases by tackling health inequalities, poor diets, smoking and
pollution.
Consultation question 4:
What are the opportunities for, and the impacts of, use of linked biomedical data in
research?
This is a problematic question because it is designed to illicit an answer from public and
charitable sector scientists about what they would do if they could get hold of limitless
amounts of data for free, without the chore of filling in too much paperwork. It does not
consider who is actually going to use the data (e.g. Google, GE Healthcare, Bupa, BGI, the
NSA), how this is going to be funded, who decides what is going to be funded, or what
outcomes might be expected (see comments on commercial interests above).
GeneWatch UK disagrees with the claim that a focus on individual biological variation is a
good priority for health research. Billions of pounds and dollars have already been wasted on
poor research in this area. The Wellcome Trust has acted as lobbyists for investment in the
area for decades and also promoted much of what is politely termed “genohype” in the
media. Few scientists working in the area now seriously believe the claims that individual
genomic risk predictions will transform medicine because their predictive value is so poor. It
is not surprising that the idea is still being promoted since so many companies and venture
capitalists expect to make so much money out of it (see above). But this does not mean that
this approach is in the public interest.
This does not mean all such research should be abandoned (see above) but a return to a
more targeted hypothesis driven approach (i.e. the opposite of Big Data) is much more likely
to be cost-effective. It is also worth remembering that the major public health challenges
(such as tackling obesity by improving diets and exercise) do not need more epidemiology,
although more research on what works and what doesn’t, and more political will to tackle
food industry interests would not go amiss. It is worth remembering that the food industry’s
enthusiasm for genetically targeted diets (based on marketing functional foods to the
“genetically susceptible”) is undermined by the failure to find meaningful tests for genetic
susceptibility to hypertension135,136,137,138,139 type 2 diabetes140,141, 142 or obesity143,144 (except
in extremely rare cases). The role of the food industry (ILSI) in this approach is a classic
example of vested interests driving the research agenda and diverting resources from more
effective approaches, just as the tobacco industry did.
Consultation question 5:
What are the opportunities for, and the impacts of, data linking in medical practice?
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Feeding back individual risk predictions will overall be bad for health as explained above,
because there are no genetic tests that meet screening criteria for use in the general
population and Numbers Needed to Treat will always be high.
The way people metabolise some drugs can sometimes be deduced from analysing their
DNA: these tests are known as pharmacogenetic tests. However, these limited, specific
applications also do not appear to justify a roll-out of whole genome sequencing to the whole
population. It is notable that the “poster child” of pharmacogenetic testing for warfarin
prescribing has recently failed to improve health outcomes in clinical trials.145 Many other
drugs do not have such a narrow therapeutic index and variability in response may also be
only partly predictable from genetic tests, rendering them largely useless in the clinic. There
is of course a possibility that some new tests will work, but they should be used, as they are
now before prescribing a specific drug, if and when evidence from trials indicates improved
health outcomes.146,147 Adverse drug reactions have been rising148 but this is not because of
an increase in genes for adverse drug reactions but because of a variety of factors including
more older patients, possibly combined with weaker regulation and greater use of over-thecounter and off-label medicines (a trend that will be exacerbated along with over-treatment).
For example, if drug use doubles as a result of treating healthy people based on their
genetic risk (as some predictions suggest), adverse drug reactions and side effects will also
increase significantly, even if pharmacogenetic tests are useful in some circumstances.
Of course there may be benefits to other aspects of data-sharing in medical practice, but
these are undermined by the blanket approach which is designed to attract venture capital
investment by exploiting vulnerable people.
Consultation question 6:
What are the opportunities for, and the impacts of, using biomedical data outside
biomedical research and health care?
The main commercial opportunity expected by a wide range of commercial companies is to
use individuals’ data for personalised marketing, as explained above.
It is a mystery why this is regarded as likely to lead to anything that is remotely in the “public
interest”.
The main opportunity expected by governments is total surveillance of every individual and
their relatives.
Consultation question 7:
What legal and governance mechanisms might support the ethical linking and use of
biomedical data?
The most important principle must be to give the public a say about what happens to
their data and also about how taxpayers’ money is spent and the future of the NHS.
The history of the idea of creating a database of everyone’s medical records and DNA in the
NHS has been one of untrustworthy institutions led by a small number of people hiding their
true intent from members of the public whilst negotiating behind closed doors. Many aspects
of the Health and Social Care Act have been criticised for not having been spelt out in the
coalition parties’ manifestos. Failure to consult or inform the public about data-sharing plans
is yet another failure to be open with the electorate.
The latest Government plan is just the latest in a long history of attempts to build a database
of everybody’s DNA within the NHS, which has been promoted by a small group of
government advisors, including the Wellcome Trust, since at least 1999.149 The Department
of Trade and Industry (DTI) 1999 report “Genome Valley” endorsed claims that genomics
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would revolutionise healthcare by allowing predictive profiling, without making any
assessment of the likely costs, or of the claimed benefits to health or the economy.150 The
report also highlighted the value of making NHS data available to industry for research as
Britain’s ‘unique selling point’ (USP) in the knowledge-based economy. This same plan –
changed only by storing the data in the cloud rather than on a single government database is now being promoted by Prime Minister David Cameron and Conservative ministers, as a
result of being lobbied by many of the same vested interests as before. This raises important
questions about the role of democracy and its relationship to science and technology. In
practice a small circle of advisers is promoting what they claim will be a technical solution to
rising healthcare costs and lack of economic growth, in the absence of any public scrutiny or
debate about the pros and cons of their vision of the future.
It is unlikely that most people would agree to their medical records and genomes being
handed over to Google and the private healthcare industry for commercial exploitation and to
the police and security services in the UK and overseas. Thus, the attitude is that the whole
thing has to be implemented before people wake up to what is going on, including sinking
enormous amounts of taxpayers’ money into building infrastructure. GeneWatch UK
highlights that:
1. What is in the “public interest” cannot be decided by unaccountable committees who
have a vested interest in a particular approach. Research must have fully informed
"opt in" consent, not a blanket opt-out because there is no other way for people to
have a say about who gets access to their data and how it is used. Scientists,
ethicists and medical professionals should be careful of promoting a “presumed
consent” approach on the basis of how they themselves would like to use the data:
they will have no control over who else gets to use the data for what purposes and
should not pretend to patients that they will. Removing people’s control over their
own data will inevitably lead to commercial exploitation and excessive
government surveillance;
2. Adding genomes or genotypes to shared data is different from sharing medical
records because genomes and genotypes are not needed for a person’s care and act
as biometrics which can be used to track individuals and their relatives. Indefinite
retention of biometrics without consent would breach Article 8 of the European
Convention on Human Rights. The benefits of doing this do not outweigh the
harms;
3. Data-sharing without consent with companies like Google will lead to a massive loss
of public trust. It is unacceptable to fail to inform the public about who the
“approved researchers” are likely to be and how they might use the data. Many
commercial companies have an interest in biometrics as a means to link multiple
data sets for personalised marketing: this will lead to commercial exploitation of
vulnerable individuals and end the role of the NHS as a service based on need.
Nobody has voted to destroy the NHS in line with Syke’s plan but this is exactly what
is being implemented;
4. There is no possibility of preventing total surveillance of every citizen if
genome data linked to medical records is stored in the cloud: the UK police and
security services and foreign governments (e.g. the US and China) will have access
to this data and it will allow them to track every individual and their relatives. Nobody
has voted for this either;
5. People should not be misled about “anonymisation”: there is a consensus
amongst experts that “the computer will know who you are” and privacy will not exist
anymore if the plan to share all NHS England medical records and genomes widely
goes ahead. Sharing medical records alone (including postcodes, NHS number etc.)
is likely to be sufficient to identify most individuals but adding genomes or genotypes
would certainly destroy all anonymity. It is wrong to promise people that they will not
be identified;
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6. People should not be misled about the poor value of genomic risk predictions and the
lack of utility of genomic testing for most diseases in most people: this will not be
solved by collecting more data because it is inherent in the biological complexity of
most diseases (and adverse drug reactions) and the important roles of
external/environmental factors, choice and chance. Misleading propaganda
(known as “genohype”) should not form the basis of public policy or
communication;
7. Individualised medicine (based on individual risk predictions) is likely to be
bad for health overall because it amounts to blanket screening leading to
overtreatment for most people for most conditions. The commercial drivers for this
approach are personalised marketing; a massive expansion in the drug, healthcare
and genomic testing markets; and a (deliberate) distraction from public health
approaches that tackle unhealthy products or pollution. Before implementing a major
transformation in the NHS it would be a good idea to pay attention to the extensive
evidence of poor predictive value of genetic screening.
8. Collecting and sequencing or genotyping DNA from most people is not
necessary or proportionate. The benefits of genetic and genomic research are
limited to specific populations groups and applications, there is no justification for
wasting taxpayers money on building the vast infrastructure needed to sequence the
whole population;
9. Sequencing or genotyping babies’ DNA may sometimes be necessary or useful for
their care (for example to identify an undiagnosed genetic disorder) but it is not
necessary to store this data indefinitely or to share it for other (non-clinical)
uses to which the child cannot give or refuse consent. The principle of data
minimisation should apply until the child is old enough to decide whether or not to
take part in research or to take any further genetic/genomic tests relevant to adultonset diseases. Research involving children should require the fully informed consent
of their parents for specific purposes.
10. A step by step approach to introducing genomic technologies into healthcare is
widely supported by genomic researchers and medical professionals. Rather than
sequencing everyone and sharing all data with commercial companies, this would
involve funding specific promising areas of research (such as sequencing for
undiagnosed genetic disorders, and genotyping of cancer tumours). Instead of being
driven by creating the maximum (subsidised) market possible for whole genome
sequencing it would be driven by healthcare needs. In this alternative approach,
relatively limited amounts of DNA would be collected and stored and fully
informed consent could be retained to recruit people to specific studies, with
restricted data-sharing.
11. Genetic testing remains unregulated and the current draft of the EU’s IVD Regulation
will not significantly change this situation because it involves no pre-market
regulatory assessment of clinical data. This means that unsubstantiated risk
assessments made by computer algorithms will proliferate (and different risk
predictions will be made by different companies). Pre-market assessments by
regulators should be required if people are not to be misled about their health
and these should cover the clinical validity and clinical utility of tests (i.e.
whether or not they improve health outcomes). It should be noted that this
requires specific clinical studies (such as controlled trials) for specific tests plus
recommended interventions, not vast databases.
12. There has been no democratic debate about the plan to turn NHS England into a
giant database, despite NHS data having been identified as Britain’s “unique selling
point” in the knowledge-based economy well over a decade ago and the proposal
being backed by successive governments in a (misguided) attempt to secure
economic growth. Enormous amounts of taxpayers’ money have already been
wasted and billions more are likely to be spent. The lack of democratic debate
and public accountability is totally unacceptable.
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